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This paper gives a broad overview of the ID-based

contents distribution framework that we are proposing.

After briefly reviewing the significant characteristics
of digital contents, the various circumstances affecting
the way contents are distributed today are described.
This will provide a good introduction to the rest of
this article, in which the Content ID system is
described in detail and the efforts of the Content ID
Forum (cIDf) to precede standardization in this area
are covered.

B Characteristics of Digital Content, Role
of Metadata

Digital has some distinct advantages over analog,
most notably digital files can be copied much more
easily with virtually no noise or signal degradation,
and this makes the potential for illegal copying or
piracy a major issue. Above and beyond simple legal
remedies, a number of technological schemes have
also been devised to discourage and prevent illegal
copying. For example, digital watermarking deters
piracy and stronger measures such as encryption and
Digital Rights Management (DRM) prevent illegal
copying altogether.

1. Regarding Digital Contents

Characteristics of Digital Contents

| Digital

Sent as an analog signal
attached to something else
and subject deterioration

Original source is
copied as is
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Aside from the piracy issue, another problem with
digital contents is that you don't know what the
contents actually contain by just looking at it from the
outside. You have to actually open the content up and
look at it or play it. This raises the issue, how do you
find out about the actual substance of the contents and
the rights-related information that protects the
contents? Well, we believe that the best answer is to
assign every digital content object an ID that
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1. Regarding Digital Contents

Technological Protection of Digital Contents

(C) Copyright 2002 & 2003, IDf 2

uniquely identifies it. Also, information that is useful
to know about the contents can be added in the form
of special text called metadata—data about data—
that can be accessed whenever necessary to find out
what the contents actually contains. The primary
mission of the Content ID Forum (cIDf) is to promote
standardization of the Content ID and ways of
attaching the ID to digital contents.

1. Regarding Digital Contents

ID and Metadata

wam |

* Digital contents are opaque. You don't know what it
contains from the outside.

* How can you find out what's inside?

ID (identify)

- HI]I:> Standardization
Metadata (contents)
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The content itself and associated metadata describing
attributes of the content are managed internally, but it
is apparent that metadata itself will become
increasingly valuable as an asset in its own right, so
we want to combine metadata with contents for global
distribution. The direction we are moving will provide
metadata with a number of important roles to provide
better searching for contents, rights-related processing,
settlement and payment processing supporting content
transactions, and so on.

© Copyright 2002 & 2003, cIDf
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1. Regarding Digital Contents

Potential Benefits of ID and Metadata

1] (it din. >

Internal management

Searching
Rights Processing
Settlement
Metadata
— Asset value
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A major role of metadata, as I just mentioned, is as a
means of searching. For example, there are techniques
available that can recognize and search images
directly, but in terms of accuracy these methods still
have a long ways to go. Describing images with
metadata is a better approach for the foreseeable
future; searches can be performed very easily and with
a high degree of accuracy.

. Regarding Digital Contents

Roles of Metadata

Metadata as information search tool

In order for software to understand the information content of Web pages and the
substance and attributcs of multimcdia contents, some cxplanatory text bascd on
standardized comventions and that can be manipulated by computers must be added to each
content objeet. This is the essential meaning of metedate. The Platform for Internet
Content Selection (PICS) developed by the World Wide Web Consortium (W3C) is one
implementation of metadata.

Metadata for recording content integration

Digital contents arc casy to reuse, so it is common for different content objects to be
combined as components, and for new objcets to be created by cditing an original content
object. Metad the role of modul in these eases by recording the different
content objects that arc combined and by recording the editing history of the content.

Metadata as tool for recording rights relations

A content object whose copyright attributes are unclear is cssentially worthless, because it
canmot be uscd. Mctadata can be used to record the complex rights-related attributes of
content objects.

(C) Copyright 2002 & 2003, clDf 5

Just viewing digital contents does not in any way
exhaust the full potential and capabilities of the
medium, for the same contents can be reused in any
number of places, and using portions of digital
materials to create all new digital contents will be
more and more commonplace in the years ahead.
Anticipating these developments, a record of changes
such as combining or editing digital contents is also
preserved in metadata. And metadata is not just used
for searching, although this is an important application.
It is also wused to record rights-related
information—that is, who owns the rights to every
portion of the content object—and a history of how
the content was modified or edited in the past.

Hl Content Distribution Environment and
Requirements

Now with this next series of slides, let us consider the
environment in which content distribution is now
starting to evolve as a business, and highlight some of
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the technological developments and social changes
that are occurring.

2 Content Distribution Environment

Content Distribution Environment (1)

Computer
-PC

Multimedia enabled
Boost performance,
reduce price

-Hard disk
Increase capacity,
reduce price

Produce, edit movies at home

Virtual acting

(C) Copyright 2002 & 2003, cIDf 6
2. Content Distribution Environment.
Content Distribution Environment (2)
Terminal
- Digital camera, video

- Cell phone, car navigation

Improved functionality,
performance Reduce
cost

- Game equipment

- Set top box (STB)
- High-efficiency voltage technolo
- DRM technologies
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1es

Improve quality

2 Content Distribution Environment

Content Distribution Environment (3)

Network
Increased bandwidth
- Broadband Reduced
; cemmunications cost
- Mobile Infrastructure support
(IMODE, next gencration Multi-channel upgrade
H
- FTTH/XDSL/CATV

- Al - 1 — -
ways-on commection Individual broadcasting

- Internet mansion station

- Convergence of communications

and broadcasting
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First and foremost, the cost of computer engines
themselves and memories for processing digital
contents continues to fall and this is happening even
as the performance of computers continues to improve.
Ever more compact and smaller terminal equipment is
being developed that performs better and costs less
than last year's model. And even networks are very
different from what they were even just a year ago as
more and more broadband delivery capability is
brought on line.

© Copyright 2002 & 2003, cIDf
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2. Content Distribution Enwironment.

Content Distribution Environment (4)

Business
From dawning
to widespread
use

- e-commerce

- Internet distribution
- Digital broadcasting R

From confusion

- Contents exchange to order

() Copyright 2002 & 2003, cIDf 9

2. Content Distribution Enwvironment

Content Distribution Environment (5)
Social institutions

- IT-based strategy (IT Basic Law)

- Copyright and other administrative
laws

- Discussion in the World Intellectual
Property Organization (WIPO)

- Movement to revise copyright laws

Increase
public
AWAreness

- Provider responsibilities
- e-Japan 2002 and later Program (IT
strategy)
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Indeed, network-based content delivery businesses are
really starting to take off with (a) the rollout of digital
broadcasting a few years ago, (b) the government’s
stepped-up commitment to IT-based public initiatives
that are now starting to be implemented, (c) and a
growing public understanding and awareness of
intellectual property and copyright-related issues.

Highlighting just the enormous impact of broadband,
until recently data has been moving over narrow
capacity lines that provided just enough throughputs
for broadcasting stations to deliver contents one-way
to general subscribers. Further progress saw the
advent of narrowband Internet which opened the way
for back-and-forth two-way delivery of substantially
greater amounts of data. Now jumping to the present,
networks are being upgraded to broadband that
provides more than enough capacity to send large
amounts of data back and forth between users. With
broadband capacity, ordinary users will have the
ability for the first time in history to deliver rich
multimedia contents over networks, a development of
enormous potential significance.
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2. Content Distribution Environment

Significance of the Broadband IT Environment

ISDN/B-ISDN Broadcast
Two-way, 1-to-1 Onec-way, multi-destination, broadband

T i 1 T) i Sender! Recipients
(prowider, general {providsr, gensral public) (service (gencral
public) providers) public)
Transmitter [ iesen—-— Transmitter

Internet provider, general publin) ——-——— | (provider, general

Two-way, multi- public)

d:shn:lum narrowhand

Ubiquitous broadband IT

Two-way, multi-destination,

broadband

Transmitter .» ™ Transmitter
(provider, general public)

(provider, general public)

General public beginning to use fast, multi-destination conneclions
=> apens the way to receive rich, multimedia data

(€ Copyright 2002 & 2003, IDf 1

To put it another way, the situation up to now has been
such that a small number of broadcasters could send
contents to a large number passive recipients, or a
large number of people could set up Web sites which
any number of people could visit via the Internet.
Formation of Micro-communications and
Promoting Content Distribution

Mass-

Number of target

Bri ing viewers

pro contents
Eujoyment

Mini- Ty
communications
semi-pro contents ]

Any-casting
Micre-
communications
amateur contents

Personal-

Communication casting Number of transmission

SOUrces

| Penetration of video cameras: 35% (about 16 million households)*
| Penetration of PCs: 50,5064

Annual increase in the number of hours of personal contents: 2.4 billion minutes (44
| million tape s 3 0 minutes)*

-
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Now with the greater capacity of broadband, we are
embarking on a new era in which ordinary users will
be able to send data to larger community-sized groups
of recipients.

e-J apan 2002 Pragram 2. Content Distribution Environmen.

1. Basic Polices

The IT measures for 2002 shall be implerented through the individual measures described in Section I1.
© Prumatian uf High-Speed and Ulira-High Spee Intorzet. Infrastructure
©  Digitiratian of Schanl ion and of Human Resaurce Developrment

- Awide variety of educational content will be enhanced and applied far the further use of IT in
schnol esomm tn pmmnte the digitization ofeducation.

0  Enhancement of Netwnork Content
Far Japan ta become the warld's most advanced IT saciety, the volurre of high-quality digital
content provided via the Interret and trarsmitted globally must be greatly increased.
- Production of digital contert itself will liely be handled largely by the private sectar, but the
st act ta create an inwhich this can tale place.

- Specifically, highly skilled content creatars will be traired and measures implemented that promote
the production. and distrihution of high-quality digital cantent, including the protestion af

intellectual property rlgllls
- Al the i that ion of IT by small and redium-
sized enterprises will e etermind inchding various measured tn suppaTt start-ups.
° ion of and ic Lincal
o i of i Activities

- It 8 ivpa—tant for Japan tpiay a central role in the IT revolution in Asia. Whils engaging in
international cancerning IT- rehterl ru.bl and regulations including thos on inelectual property
rights and ennsumer mthe ion of the global IT
mainly in Asia by promoting the sprenrl of IP¥fi and the development of human resources.

*e-Tapan 2002 Program, June 26, 2001, Strategic Headquarters for the Promotion of an Advanced Information sud.
Telecommunic ations Network Sacisty (C) Clopyright 2002 & 2003, cIDF 13

Also, "enrichment of network contents" has been and
also is one of the five key pillars of the government's
IT-based public initiative announced at the end of June
2001. This involves not only fostering the human

© Copyright 2002 & 2003, cIDf
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resources to create contents, but also creating the kind
of contents that will promote more widespread and
robust distribution. In other words, all of our efforts to
deploy broadband delivery capabilities will be
meaningless if the contents themselves remain
mediocre and uninspired.

II. Measures in Specified Areag = fies S

2. Promotion of Education/Learning and Human Resources Development

During 2002, schon] lessans utilizing retwarks will be enriched. To this end, schonls will be provided with high-
speed Internet access and awide variety of educational content that utilizes networks will he developed and their
widespread use prumated.

© Digtization of School Edeation
The utilization of visual content in the possession of public bodies, and the azgressive developrent of content distributed
thmough retvroris vall be promoted to exhance and distribute a wide vazisty of edusational content. £50, an edusational content
‘portl site will be eniched to allow for searching and dowaloading of such content Thos, the distrbnion of educational vontent
will be promoted as a means to fully utilize 1T af actual education sites. {Ministry of Edusation, Culture, Sports, Seience
Teshuolo gy (MEXT), Ministry of Publia Marage eent, Horae Affuis, Posts and Telecoranunizations (HEPHPT), Mindstry of
Econoray, Trade and Industry (METD)

o Developrent of Creative Hurman Resourses with Specialized Knowledge and Skills

- In ouder to develop ighly-skilled 1T human resowrees of both piblic and private sectors necessary in 2 broadband era, research

and deve loprent projects by private sector engineers and local govemment employees will be encomaged. (WPHPT)

- In ovder to develop excellent digital content creators, necessary action will be undertaken for izmpoving the content production
emitonment am:l stroaton stogtupes, o falfatig the distrbution of dgital Gontent v the Infemet tking info
of indigital (MPHPT, METI)

3 Fn(:llltltlon of Electronic Commerce
In 2002, while continued effarts will be made to develop a mrasnry emnrummrn. l'nr the gmwth ofthee-
enmmeree market, specific focus will be placed on of high-quality
digital content, including the protection of intellectual pmpert.y ngms to encourage the rapid growth of digital
content dis via the Interret.

© Fariltstion of Digital Content Distruton (PHPT, ET])
Action necessary fo the developrent of exvivomitents to eatablish comreereial mles of byoaleast eoptent an technalogy fion
the prevention 07wl coping will be taken to fas litate the distrbution. of broadband cortent
© Consmeer Protetion (Cabnet Offce, METL FTC, and reevant offces end. vistri)
Consumez protection will be promated in the electronie commerce filed inc luding the ereation of systerns for the rapid
resolution of constumer complaints and the protection of personal information through the provision of related information.

() Copyright 2002 & 2003, cIDf 14

Specific objectives of the government initiative are to
promote creation and use of good content for
education and learning, and to promote protection and
widespread distribution of contents for broadcasting.
A number of guidelines and policies to promote these
objectives are already starting to be implemented.

2. Content Distribution Environment

e-Japan Priority Policies 2002
Source: IT Strategy Council
(IT Strategy Headquarters, Jure 18, 2002

1. Prionty Policies in Five Areas
3. Premotion ef Electronic Commerce
(4) Specific Measures
&) Stepped up Digitization of Commerce
A) Emergence of New Businesses and Improved Industrial Competitiveness
a) Appropriate protection and use of intellectual property rights to promote
distribution of digital contents.
Facilitate copyrights and other rights-related processing
Considering that streamlining complicated copyright and other right-related
matters will promote proper protection and use of copyrights, the following
measure will be adopted.
During FY2002 a rights processing system will be developed that
uses a Content ID {identification number) to search for rights-
related information. In addition, we will support efforts to
establish copyright and rights processing rules in the private
sector, while promoting funding through a trust mechanism and
other direct financing to build infrastructure to strengthen the
content creation sector. (METI)

(C) Copyright 2002 & 2003, eIDf 15

e-Japan Priority
Policies 2002

The different parties involved in the distribution of
contents want different things. For example, the
content producers and owners are eager to sell their
contents, they want to know how and to what extent
their contents are being used, and of course they want
to draw attention to their products. They also need a
sure way to prove that what they offer is the authentic
article, the genuine content object that they created.
Consumers on the other hand have different needs.
When they find something they want to keep or use,
they need to know who to contact and what the price
or conditions are for using the contents. They also
want to be able to find what they are looking for
quickly and easily, and to determine that the person in
possession of the contents is the legitimate owner or
creator.
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2. Content Distribwiion Environment

Content Distribution Requirement

Clients (| s) Distribution system Consumers
‘Want to sell: ‘Want tn imme diately use the

Want to sell directly from where
comtents are produced, but don't
fmow how, Content ofien is not
available for fear it will unleash a
flood of dllegal copies, Want to
collect payments, royalties for sold

contents you find:
Peaple sez phatos, articles they want to
— | —nclude in web sites, but don't because
ey don't Ynow how to usethe material
it fear they are violating someone's

contents copyright
‘Want to know how contents .
T . ‘Want contents to include
are heing nsed: ) Various conditinns of nse and ahility to
What to know where and how one's dl b . search and use contents
contents are being used stribution TR

apnels | “ontent and modes of useare oot

systematic and are not described, soit's
difficult ta find the contents youare
Iooking for gquickly.

‘Want to verify the origin of

contents
1 you can't trust the integrity of contents,
you can', use the contents

Want tn assert self and rights:
Next after sales, clients wantto
assert themselves and their rights.

‘Want tn prove authenticity:
Want to make and distribute more
copies, butnot allow franduleat
catalog businesses or sites 1o begin
selling without perrission

- Content ID 4
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We advocate the Content ID as compatible with the
diverse methods of content distribution, yet also
satisfying the diverse needs of both content-holders
and content-consumers. We observed earlier that the
Content ID includes various attribute data relating to
digital contents that are stored as metadata in a logical
database. By accessing this information, this provides
a robust framework that satisfies all requirements for
virtually any content distribution situation.

2. Content Distribwiion Environment

Meeting Society's Requirements
for Content Distribution

Clients { 5) Distribution system

Consumers

‘Want to sell:

Want to sell direct]
contents are produf ELIE1 B
fenow how Conten 1L 5
available for fear it B

thribut
flood o flegal copletrrimtteis

collect payments, royalties for sold
contents.

‘Want tn imme diately use the
contents Sl find:

Unigue code (ID

centerimanagement
number)

ai>

attributes | Ilﬂll‘ﬁ" ,

‘Want contents to include

haw conier
Distribution Content ID conditinns of use and ability to
attributes Management soarch and use contonts

Want tn assert self
Nezt after sales, cliente
assert themsebves and

Cent | 45 immedi:
Ay [ 17 Content and modes of ISR T01S
Content systematic and are not |ESFRETEIRE
attributes difficult to find the co

IPR-DB Inoksing for guickly,
Want ta verify the origin of

conter|
16 you can't trust the ing SR QR SS

Want to make and dig
copies, butnot allow Content
catalog businesses or [WRTIETIIEY

selling without perrni you ?n". use the contef SRS WS
ContentID 7
(C) Copyright 2002 & 2003, cIDf 17
| Content ID Requirements

Now let's take a closer look at the Content ID itself.
Very simply, the Content ID is a unique identifier that
can specify and distinguish any kind of digital content
that is distributed. As a unique code attached to a
content object, the Content ID serves well enough as
an identifier, but actually it is much more than just
that.

© Copyright 2002 & 2003, cIDf
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3. What is Content ID?

‘What is Content ID?

A unique code assigned to a content object
that uniquely identifies the content.

The Content I {cid) uniquely identifies the
content itsclf, and the various attribute data
(metadata) associated with the content.

(C) Copyright 2002 & 2003, <IDf 18

It is also the key to a complete set of attribute
information about a content object stored as metadata
including the nature of the contents, rights-related
information, information about distribution, and more.
The Content ID provides the key enabling metadata to
be uniquely associated with a particular digital object.

A unique code or ID must satisfy five basic
requirements. First and most obviously, there can't be
more than one instance of the number floating around
in the global environment. If the same number were
assigned to different contents that were distributed
over the Internet, then the number clearly could not be
used for distribution management and other
processing tasks. Second, the ID must be permanent.
Once a content object with an assigned number is put
out on the Net, it could be out there is cyber space for
a long time. It would negate the whole purpose if the
numbering system were to suddenly become
unavailable, so the numbering system must be
permanent. Third, there must be a system in place like
the Domain Name System (DNS) that allows you to
access an address through the ID to find out the
metadata-based attribute information on a content
object that has been made available on the Net. This is
called location resolvability. Forth, the ID must be
inseparable from its contents. Here again, the purpose
of the system would be defeated if the contents could
be separated from its ID number after the content was
distributed over the Net, so the scheme must ensure
that the number cannot be separated or removed from
the content. Fifth, there are already a lot of numbering
schemes in existence besides the one proposed by the
cIDf so it would be almost impossible at this point for
everyone to unify around a single scheme. This means
that the Content ID must be compatible and inter-work
with other numbering schemes.
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3. What is Content ID?

Content ID Requirements

+ Unique
No duplicate in the global environment

v+ Permanent

Continue to exist based on established rules of
inheritance

+ Location Resolvability

Management and other data can be accessed using the
number

+ Inseparable from Contents
ID cannot be separated from contents

+ Interoperable
Compatible with other numbering schemes

(C) Copyright 2002 & 2003, <IDf 19

The cIDf settled on a Content ID system that satisfies
these conditions. Basically, the format consists of two
parts: the unique number part that I mentioned earlier,
and a content attribute part expressed using metadata.
The entire Content ID number is stored in a database
in an ID Management Center. The unique ID number
portion is then embedded in the content object by
digital watermarking and the contents are distributed.

However, it would be very inconvenient if you had to
access an ID Management Center every time any
processing was done, and of course there are also
situations where one is not always connected to the
network. This led us to devise a scheme in which a
subset of attribute data called the Distributed Content
Descriptor (DCD), is bound to the contents and stays
with the contents wherever it is distributed. The
Distributed Content Descriptor is written in Extensible
Markup Language (XML) and includes data that, once
set, cannot be altered including the tit/e of the content
and the creator of the content. The DCD also contains
information about conditions for using the content.

3. What is Content ID?

ID (Descriptor) and Forms of Metadata

cid can he integrated with nther standard metadata
Conient
H _’WN " — ”

16hits** i

|
|
Version No. Group*
00 No. Z
Version No. Gow* [mm

Tmgifer wersion 001- SEg, for different ichutriss,
1015 reserved ‘egioms, cr spplicarion

Rights Rights

atiributes  assignment Distributioy Royalty
attributes  allocation
(i

Profile Jevel

i ot wrill e standardizd in the
fitare, the Tength o each field and the Sl themceles vl be
kil

Implementation stage
The eid becomes the key
for accessing the IPR-DB

Excbedded in contents by
digital watemaking, eic

=t

DCD*
Cissue date)

Stored in he ader or elsewhere

cid +metadats
(full sety
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B Content ID Management

We realize that there are plenty of content-holding
individuals and businesses out in the world that are
currently managing their content resources based on
their own proprietary numbering systems. Now many
of these groups have set up ID Management Centers

© Copyright 2002 & 2003, cIDf
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to administer their content holdings and attribute
information, but as soon as these internal numbers are
released without modification into the wide world
beyond, their uniqueness is lost.

3. What is Content ID?
How the Content ID Scheme Works

RA issues a unique "Center
Number” to eack ID
Meanagement Center (¢
single monprofit public
carparazian)

righas 5

One insti tifies all ID Ms
Cemters (i s issmeas ID Me
Corntsr )

[ Registration
Authority (RA)

halder,

righis-holding groap

ID Management puy]
Center A Center B

ek | | mpn

nuomhber

ey

Murty commercial ID
Munagement Centers
{fer-profits ar
nonprofit groups)

aee

CID “umiqueness of the center
mienagement number ensured
by the center number "

Creataror copyright-
holder can be selected
from multiple ID
mnagement centers
(C) Copyright 2002 & 2003, cIDf 2

We addressed this problem by setting up a
Registration Authority (RA) as the one and only
public certification and registration authority that
issues a unique Center Number to each of the ID
Management Centers with content holdings. By
combining this Center Number with the ID
Management Center's own internal number, a unique
code is created that can be embedded in the content
objects that are put out on the Net.

Now 1 will briefly describe the various kinds of
attribute data that are included in the Content ID
format defined by the cIDf. First Content Attributes
help reveal the nature of the contents and include the
title, the author or creator, keywords, and a brief
abstract. Next, Rights Attributes provide rights-related
information pertaining to the contents. Note that these
Content and Rights Attributes are set when the content
object is first created. By contrast, the Rights
Assignment Attributes convey information about the
contractual or licensing terms when the rights to the
contents are assigned to another party and are only
added to the Contact ID when the contents are actually
distributed. Next, the Distribution Attributes specify
the purposes and range of uses of a content object
when it is distributed, and conditions on use such as
whether the content can be copied. The Royalty
Allocation Attributes defines how any income derived
from the sale of contents would be allocated among
the rights-holders to the contents. In addition, the
Content ID format also includes a Free Area and area
for System Information. All together, more than 200
items of information have been standardized as
meaningful attributes of content objects by the cIDf.
Let me also emphasize that only about 20 of these
attribute items are essential, and the rest are used only
for certain types of contents or at certain times when
necessary.
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3. What is Content [D?
Content Attribute Information
—> Access by Various Aspects of Distribution

Unique | Content | Rights r s?ilgi‘::mt [Distribution Aﬁ::::-{n Free System
Code i il Attributes r i
Attributes JAttributes ‘Attributes Attributes Area |Informatio:

* Unique Code: Number uniquely identifying a content objcct consisting of "ID
management center munber," "ID management center internal munber," "type (version
information),” cte.

= Content Attributes: Information about centent (= work, product) including creater,
substance, type, category, ctc. .

= Rights Attributes: Rights-related information, and contact location.

= Rights Assignment Atiributes: Information regarding i 1
rights. Terms and cenditions of licensing agreement.

= Distribution Attributcs: Content usage rules, distribution mformation.

* Royalty Allocation Attributes: Information about allocation of profits from content sales.

= Free Arca: For usc by the ID Management Center. Could show distribution (= sales)
history or other data enhancing the Content ID.

* (System Information): Closcd system information needed by the ID Management Center.
E.g., digital signature, watermarking information, cheek digit, content hash value.

g, 4 of
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Using the metadata defined by the cIDf, you can
accurately identify the various metadata components
that have been combined to make more complex
content objects, and even trace back through the
editing history to see how that complex content object
was created. The distribution chain of any complex
content object will involve a succession of content ID
numbers from other systems. Since the inherited
history of these other content ID numbers is included
in the Content ID metadata, you can access the
metadata of other systems.

3. What is Content ID?
Deseribing Content Structure with Metadata

Example  Music Video age Toxt
H Content aftributes
[Original content information

Root content information
(Content 1D

Mote 1: Curent version does

Content aftributes not support rights-related

Qdiginal content information information, but

Pre-edit content information information can be added
Content [D as "supplemental

information.”

Root content 4

Hote 2: Current wersion does
ot support iterns

Conient &
detailing strusture, but

this can'be added as
@ Distibution “supplemental
Content = [0 T infomation”
| Mo change

Contents attrbutes
Other coding systems

% =

Mo change

Contents attrbutes
Ofher codling systerms
VISAN:a VISAN:a

«ID:h1
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Also, it is common for multiple rights-related items
and multiple rights-holders to be associated with a
single content object, and the distribution of content
objects is based on the licensing agreements between
the various rights-holders and licensees. For dealing
with these complex contractual requirements, the cIDf
metadata is quite capable of representing all necessary
data associated with multiple licensing agreements.
This rights-related information can be accessed
quickly and efficiently using the Content ID as a key.

© Copyright 2002 & 2003, cIDf
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3. What is Content ID?

Representing Rights with Metadata: Initial Agreement

Rights-holder
(group)

Rights processing mpdel
Content 1
Rights licensing agreement | [Rights censing agreement 2 [Rights Hcensing agreement 3
Rights- |Licensing: | [Rihts- |Licenses |Right ¢ |Licensing Fights-
halder oo [eonditionact | Jholder (1 conditione-1 | fholger |1
1 o 12 Licensing 4
condition'o-2
Licensin;
£ £ condition ¢-3
Righth |Licensing Right d | Licensing.
conditionb-1 conditiond-1 congitione-1
Licensing Licensing Licensing
condition b-2 condition d-2 conditinn e-2
jentE i) *1; When rultiple
(Licensing agreetent) ‘paties hold eoequal
Usqgeruleadl | Ussgerule-ll | Usagerulec-1l | Usegeruleddl | Usagerulee-l1 vights to content, it is
nat clsar whether the
Usagerulea2l | Ussgeruleb-2l | Usagerulec-2l | Usageruled2l | Usagerulee-2! nedvidud righto-holders
Usage rule a.31 Usage ruls c-31 can transfer or assign
their rights separately.
(Cy Copyright 2007 & 2003, cIDF 4

3. What is Content ID?
Representing Rights with Metadata: Agreement to
Metadata

N . "
Rights attribuges 1 [nfm_lnxctlmn shout rights representative(s) is

1,42

*2 Coprrights, neighboring rights, moral rights canbe
separately set

*3 Setting ran be ad for each mods.

*4 Shared by different modes, but differentiated by

Frghts assignment
itributes

License, assign,
trangher
contral of
rights

contract mudber.
*5 Paxt of a content dhjsst covered by rights canbe
described ina "supplsteental note.”
Distribution attributes

Usagerides | Ussgpies ]

Righis assignment
conditions

Rights ficersing agreppdent ||
T
d

i {Licensing agts sroent) |
Rights. Licensée 1 | Right [Licensing condition a-1 Usage nule a-11 Usage rile b-11
[foler 1 Licensing condition a-2
[Livensing condition a-% Usage rule a-21 Usage ruleb-21
Righth  |Licensing conditionb-1 Usage rile 231
Licensing conditionb-2 NoteT [ieTaTy conmions &l [Sage Fles afs 1

sane iter. Other usage 1e lated] teras—purpose of
use, method of use, etc —uwill be added in the
future.

(C) Copyright 2002 & 2003, cIDf 5

3. What is Content ID?
Representing Rights with Metadata: Metadata Details

Rights attributes

Bights assignment attributes Rights
assigmment conditions

Rights assignment attvibutes_License, assign,
trausfor control of righis

Distribution attributes.
Usage yules

Usage rule a-11

1 | © Righta(3) 0

| %
! _

*1 In the cument version, conespondence betwesn the licensing agree ment
and the rights-holder can be specified by adling (1) oz other

Suppleental DRrion n the gRIS T, o (.o 200 & 003, el o

B Assigning ID and Resolution

The Forum is essentially neutral on the question of
what unit of content the ID can be attached to. The
creator or distributor of the content object is free to
assign IDs to whatever unit of content he or she wants
to administer and track.
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3. What is Content [D?

Units that ean be Assigned a Content ID
« Work that is copyrighted or claimed to possess originality
(self-asserted work)
» Work created to sell (a product)

» Combined or assembled work: published work, movie (work
as a single unit)

* The minimal work beyond which the object is not recognized
as a unique work: 1 page, 1 paragraph, 1 cut, 1 sentence, 1
scene, etc. (work as a minimal unit)

* New ID for edited work (edited work, composite work)
» Acqusition of an ID depends on the intent of the copyright-
helder

(€ Copyright 2002 & 2003, IDf 7

For example, a single ID number can be assigned to
an entire movie, or separate IDs can be assigned to
any user-defined portion of the movie: separate scenes,
cuts, and so on. Or IDs can be assigned to parts of an
object, and a different ID assigned to the larger whole
content object that encompasses those parts.

Also, remember that there are a variety of channels or
ways in which contents can be distributed. For
example, contents may be delivered as a DVD or
some similar package format, or it might be broadcast
or downloaded over the Internet. Since the distribution
conditions will likely wvary depending on the
distribution channel, different ID numbers could be
assigned to the very same object depending on the
distribution channel. This ability to assign different ID
numbers for different modes of distribution is one of
the features that distinguish our Content ID system
from other ID numbering schemes.

Indeed, this particular feature of the Content ID—the
ability to assign different Content ID numbers to the
same basic content object that are distributed over
different channels—was also taken up for discussion
by the Society of Motion Picture and Television
Engineers, the SMPTE.

3. What is Content ID?

Method of Assigning ID to Digital Contents

 Tntermer
Comternel

Assigmmnent to modide in
editing stage Assigrment to work Assigmmnent to work
including distribution
charnnel, etc.
(C) Copyright 2002 & 2003, cIDf 28
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3 What iz Content ID?

Content Descriptor System Under Discussion in SMPTE

Labeling of “material, work, version, content, instanee”

Madified/ Derivation level

“Work™ A

Version 1

Towerce level “Content instance™

() Copyright 2002 & 2003, cIDf 2

Now let's take a look at an example showing the
actual flow involved in the distribution of digital
contents using the Content ID. This is a very simple,
basic example in which the unique Content ID code
consists of only two sub-codes: the first part is a
unique Work ID, a number representing the work itself,
and the second part is an Issuing ID that varies for
different channels or modes of distribution.

3. What is Content ID?
Content Distribution: Content Processing Flow
- Simplified Basic Model -

(1) Content creation

LT (6) ID dssue
request

Register work attributes
' IPR-
(8) Register distribution| DB
e G attributes ;
(7) Issue issning I
(generate DCD, embed digital watermark)

) ss work ID

|| Nate: In this example, the cantent ID here comsists of the wark ID) and the ising ID. |
(C) Copyright 2002 & 2003, cIDf 30

First, the creator of the content registers his or her
own work at an ID Management Center. At this point,
the first part of the unique code, the Work ID, is issued.
In other words, all the attribute data pertaining to the
work, including the Content Attributes and the Rights
Attributes, are recorded in the database. Now let us
assume that some time later a publishing company
obtains the right to use the material, and wants the
contents to be delivered. At this point, the publishing
company sends notification to the Content ID
Management Center where the work is registered
requesting that the complete Content ID number be
issued. Then the additional attribute data regarding the
licensing and distribution conditions are added to the
database, the full unique code combining Work ID and
Issuing ID is attached to the content, and if necessary
digital watermarking is embedded in the contents.
Later, a required subset of attributes is extracted from
the attribute data to generate a DCD (Distributed
Content Descriptor), and the publishing company
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makes the content publicly available over the Net.
This is the basic model that we have in mind. In a
real-world environment, there could be many more
complicated elements, and of course the model would
vary depending on the nature of the business.
3. What is Content ID?
Content ID Reseolution

Locstion of the [PR-DB where u content object’s sttribute dats Is
held i3 indicated by the Content ID (CID).

DO US Library of Congress

ID and URL assosizgion tahle Registration Autharity (body that

Global resolution certifies management centers)

server (managed

Center €

ammfmim DOD

cIDf resolution
server

(managed by {6) Attribute infarmation

(CuntEotin) Resnlution roquired wher:

1. New management certer is
estahlished.

2. Multiple management centers
share the same IPR-DB.

3. IPR-DE adopts a distributed
configuration.
(Distributed gengraphically, in
terms of media, mirmring, etc) |

X (4) IP address

Pl to offer as RA service

(C) Copyright 2002 & 2003, cIDf

I observed earlier that you can find out all kinds of
attribute information regarding contents from the
Content ID. We call this Content ID resolution.
Assume for a moment that a content object with an
assigned ID embedded by digital watermarking is
distributed over the Internet and a user in cyberspace
gets hold of the contents in some form. Assume
further that the subset of attribute information in the
DCD 1is not enough. You want to know all the
information that's available for the content, but you
don't know which database or which ID Management
Center to ask for the information. You do however
know the ID number, so in this case you can send the
ID number to the Resolution Server. The Resolution
Server will then return the URL of the database where
the attribute data is stored, and the full range of
attribute information on the content can be obtained
by accessing the URL. To evaluate this approach, we
enlisted some 50 companies back in the fall of 2001
for a series of content distribution trials using the
Content ID and including the resolution framework
described. The trials were conducted in February 2002,
and confirmed that the Resolution Server-based
scheme worked very well.
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2002 CID Registration Authority Trials
(Watermarking Resolution)

8. Display rights

7.1ID Center

TRL , ete.
)
gl g
Management gt eRy
RA 6. Send Cantent 5. Reply with Center ete.
m Cantent ID
3. Watermarking :
Center URL o —
WateTmarIg, — 4. Send atermarking
gl c contents engine
o Center
I 1. Select caontents

2. Send contents
Contents with embedded two-
Meta Content % ]ayered ing (MPEG2,

waterrarking " OD , JPEG)
rage
1705 . 172 . 101/ 12345678

() Copyright 2002 & 2003, cIDf 32

Actual

resolution
(Content ID;

resolution (actual
watermarking
methad ID)

B Content ID Application

Today all kinds of content distribution businesses are
springing up, and the number one worry among the
content-holders—as you might expect—is how easily
digital contents can be illegally copied and stolen. The
next biggest concern is that these operators want to be
able to accurately determine how much a content
object is actually used, and whether the content has
been paid for.

This is why so much interest is now focused on
Digital Rights Management that provides the
technology needed to protect digital contents from
piracy. Contents are actually distributed based on
distribution conditions within the scope of the terms
and conditions of the licensing agreement with the
rights-holder, and all this rights-related
information—licensing  conditions, distribution
conditions, and so on—is managed as Content ID
attribute data through an Intellectual Property Rights
Database (IPR-DB). These distribution conditions are
used by entered them in some form in the DRM used
by each company.

3. What is Content ID?

Content ID and DRM Interface Example

Publisheridisiribution provider

pstream ™, | Rights licensing | " Licenses of Lice
content agreement. ll] the content conditinn 11
et . .
| DRM
-y .
License len
condition 1) | n :

|>
Center

[oacarbimre

IFR-DB

Rights assignment
adtributes e

Consumer

Content ID) (metadata) distribution attributes
and usage rules are entered in DRM usage rules.

DRM: Digital Rights Management

(C) Copyright 2002 & 2003, cIDf 33

To track the status of content use, the ID is attached to
the contents in much the same way as a barcode on a
product. One can thus easily gather all kinds of data
corresponding to each ID number, and another major
benefit is that accurate content usage reports can be
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quickly and easily generated.

3. What is Content ID?

Example of Accurate Tracking of
Rights Information

e
| L]
Conteris ' 4
Rights holder | Licensess
Comme
o ¥ [a—]
g ; IFR-DE-
ellocasion @

Rights
management.
groups (combined)

] Viewing
datz

Us "
T | (combined)

B2 e

« Provide contents, and shared ID to each player

+ Collect usage data at each stage of distribution
{distribution system, terminal, etc.)

+ Data is efficiently collected from among multiple
providers based on the shared ID (not necessary to
collect names)

*
Billing, payment service provider

Contents -

Attribute information -
Rights licensing information -
<Contract-

. Compensation

+  Tsage information

1ap1oy-S|STY
1asn

Mate: Whether to do 5o based on nsage inforraation for collesting
compensation allocations i an operation matter,

(C) Copyright 2002 & 2003, cIDf 34

Another approach can be implemented by assigning
IDs to terminal equipment, disks, and other kinds of
hardware devices (dID). Using this approach, one can
check to see if a content object can really be opened,
viewed, or used simply by comparing the Content ID
with the ID of the disk, the terminal, the player, or the
editing  equipment. We envision that this
information—whether the contents were actually
viewed, used, or saved—could be stored on a terminal,
and then forwarded at regular intervals to a
management server along with the Content ID.

3 What is Content [D?

Example of Execution in Terminal Equipment

LUserside - Scheme for protecting confents (rights) -
Pretsctisn mecharnism

Content use
Taanagement.

Output/player

Collect nsage

el (11035 2

Check nsage .
rales
&

Jurssasead noresnMIIOYg

o Example of usage management
- Canbe ued only under conditiors:
iginal D stipulated by cID
e Cuntmt; - Can be wed by only registered user (ulD)

- Can be wsed by only registered device (11D)
- Charge ta wer, device

oID: Content ID ==»: Content | SLOrage dev\ice

ulD: User ID =——: cID % )
dID: Device ID ... ulD, dID, Example: ulD = dID — Mauhile phane
** Tsage data (C) Copyright 2002 & 2003, cIDf 35

Now to briefly summarize, I have shown that smooth
and efficient distribution of digital contents requires
the ability to manage and protect copyrights, a billing
mechanism, a way to manage distribution, and other
capabilities. All this and more can be accomplished
with the Content ID framework and other related
technologies.
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3 What iz Content ID?

iﬁl{m}-t ID in Content Distribution
i o

Distribution

network
- Seramble

bH Enerypt
" - Wogheting, ranking ™ -
o el A uclt Conitentil et - DRM (sncapsulate)
S wa c
- =
Execution with
ights protection

Content J wark
management DR, ,
Contents io he
embedded with conte;
CID unigue eode

Usage rules

Us;
Billing and
settlement

Supplemental
services oM
f Service DB

Hone
() Copyright 3007 & 2003, cDf

Royalty
allocation
Clearing, etc. 36

3. What is Content ID?

Functions Needed to Facilitate Content
Distribution

(1) Copyright functiens
(grasp of copyrights and other rights-related matters, eliminate complexity
ef licensing procedures, ensure transparency)
(2) Billing functions
(expedite fair compensation to creators, providers)
(3) Barcode function
(premote collection of distribution history, sales data, and other marketing
information)
(4) Net police functions (ID watcher functions)
(deter unlawful copying by tracking illegal uses)
(5) Portal site functions
(supparts better searching, interoperability using shared ID codes)
(6) Privacy protection functiens
(prevent leaking of nsage logs and other personal information)
(7) Direct distribution of content from creation site function
(Promote distribution of contents directly from the creator)

(C) Copyright 2002 & 2003, cIDf 37

B Content ID Forum (cIDf)

Finally, I would like to say just a few words about the
Content ID Forum.

4. Content ID Foruea (cIDH)

Content ID Forum (eIDf)

The Forum was established on August 4,
1999 at the urging of the University of Tokyo
Professor Hiroshi Yasuda to implement a
framework promoting the distribution of
digital contents over networks while
protecting copyrights by assigning a unique
code (Content ID) to each digital object.

cils

CONTENT ID Forum

(C) Copyright 2002 & 2003, <IDf 38

The Forum was established in August 1999 at the
urging of Professor Hiroshi Yasuda at the University
of Tokyo. We realized the first step in promoting
distribution of contents was to build consensus behind
the idea of allocating unique ID numbers to the full
range of different kinds of content objects. And
because the distribution of contents must be based on
a contractual agreement, the second step is coming up
with common terminology for representing the
substance of these agreements that can be included as
part of the ID. The third step is to enable the
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communication and other devices to properly execute
the copy control and other events represented by this
common terminology. Once these three steps are
accomplished, we will try to extend and reinforce
global distribution of digital contents by promoting
the legal standing of the Content ID framework. At
this point, we have finally achieved step one and built
a pretty good consensus behind the idea of assigning
unique Content ID numbers to digital contents.

4. Content ID Forwm (cIDf)

Steps for Implementing Contents Distribution

Step 1: Consensus behind a shared scheme for specifying

attribute information associated with digital
content objects (identification by Content ID).

Step 2: Develop a common terminology to represent

contractual terms and conditions.

Step 3: Develop hardware (communication equipment,

home and office equipment) that correctly
executes content distribution-related events
specified in the common terminology.

Step 4: Contract terms based on common terminology

will support execution, citizens' rights, and
eventually its legal status will be recognized.

Step 5: Promote distribution of electronic rights.

(cIDf Specification, Ver. 1., Section 2.2.3)
(C) Copyright 2002 & 2003, clDf 39

Activities of the cIDf mainly concentrate on defining
frameworks for assigning ID numbers, and developing
and proposing viable open standards in this area. We
develop distribution models using the Content ID,
conceive concrete methods for applying the ID, and
pursue efforts to spread and educate people regarding
the importance of the Content ID both in Japan and
around the world. While forging ties with related
industry groups and official standards organizations in
Japan and abroad we make proposals, and try to
harmonize cIDf standards with other standards
developed by other standards organizations.

4. Content ID Forwm (cIDf)

cIDf Activities

1. Promote adoption of ID (Content ID) capable of
identifying all digital content objects.

2. Develop an Intellectual Property Rights Model (IPM)
based on the Content ID.

3. Conceive concrete ways to use and manage the Content ID

4. Promote the adoption and awareness of the Content ID in
Japan.

5. Promote international standardization, and
harmonization with other international standards.

() Copyright 2002 & 2003, IDf 40
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4. Content ID Forum (cIDf)

cIDf Partners
ARIB. CG-arts Association
(Association of Radio Extradepartmentsl body
Indusizies and Businesses) of Minisiry of Education
ISO/MPEG AMD
(MPEG-21) ( Association of Media in Digital)
Exira-deparimental hody of MPHPT
SMPTE ‘,
Society of Motion Picrure .
‘and Television Engineers CONTENT 1D, Forum
IDF DCAj
Iniemational DOT (Diglial Object { Digital Content Association of Japan )
T Extra. departmental hody of METI
v
Anytime KDCF
Forum Eorea Digital
Content Forum
(C) Copyright 2002 & 2003, cIDf 41

The Forum has a broad-based membership including
some 210 organizations, many corporate members
across a variety of different industries, as well as
individual members. For more detailed information
about cIDf activities or about Content ID
specifications, we hope you will visit our Website at
http://www.cidf.org/.

4 cUmsm ID Forum (cIDF)

ebsite: http://www.cidf.org/
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Thank you very much for your interest and attention.
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