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Impact of Protocols and Network Configuration on Node-Level
Availability in Sensor Networks

Toshiaki TSUCHIYA†a) and Hiroshi SAITO††, Members

SUMMARY We investigate the effects of the performance of sensor
networks on network availability and in turn evaluate the impact of proto-
cols and network configuration on these effects. The typical wireless sensor
network of the future consists of a large number of micro-sized sensors that
are equipped with batteries of limited capacity. In such a network, energy
consumption is one of the most important issues. Several representative
protocols that are applied in ring and linear network configurations are an-
alyzed, and explicit formulae for network availability are derived for each
of them. Numerical values derived by using these formulae yielded the
surprising result that backup routes do not always improve network avail-
ability. This is because the loads imposed by the backup routes on network
segments that do not include dead sensor nodes reduce sensor-node life-
times in these segments.
key words: sensor network, ubiquitous, network availability, power con-
trol, routing protocol, performance metric, performance measure, QoS met-
ric, QoS measure, performance evaluation

1. Introduction

Huge numbers of sensors for measuring temperature, speed,
position, the presence or concentration of chemicals, and
many other items, are deployed throughout the world. Per-
haps the largest numbers are located in factories, hospitals
and automobiles. Recent developments in electronics and
micro-mechanics have given us the ability to make small,
cheap, and low-power sensors that include advanced func-
tions [1]. Furthermore, the recent rapid progress in telecom-
munications technologies (particularly in wireless technol-
ogy) means that sensor functions can now include wireless
communications. In the remainder of this work, we will fo-
cus on sensor networks that consist of sensors of this kind
(referring to them as sensor nodes).

The following unique features of sensor nodes and sen-
sor networks distinguish them from other nodes and net-
works.

1. The communications function in a sensor node can be
low quality.

2. The positions of sensor nodes do not have to be prede-
termined or designed, since simply scattering the sen-
sor nodes, e.g., from an airplane is often the most con-
venient approach.
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3. Sensor nodes are prone to stop working due to flat or
failed batteries. Moreover, large numbers of sensor
nodes may be added over a small amount of time.

4. Sensor nodes are often installed in automobiles, cellu-
lar phones, and merchandise in transit, in which case
they will move about.

5. Sensor nodes can have both transit-node and end-point
functions.

Sensor networks are used in many fields of application.
The following examples, which demonstrate some of the
features of future sensor networks, are mainly in the early
stages as commercial services or under commercial trial in
Japan [2].

The first example is a house with security sensors.
Houses are sold with sensors for detecting intrusions via the
garden, windows being broken, and so on. The sensors are
connected to a security-system company. Security is an im-
portant field of application. Within houses, sensor networks
are also very useful for detecting motion and monitoring the
pulses of people at risk of heart attack and so on, particularly
in danger zones such as bathrooms, allowing rapid response
to sudden emergencies. This example is in the field of health
care.

A similar approach is already in use in some homes for
the elderly. In these cases, the sensor network is used to
detect the position of each inmate and warn the staff when
any of them enters a dangerous place or leaves the home.
Sensors are also being used to detect inmates falling out of
bed or experiencing incontinence, enabling prompt action
by the staff.

Sensors have also found commercial application in an
inventory-management system for liquids. Sensors in con-
tainers such as car gasoline tanks and beer tanks measure
remaining quantities. A general-purpose inventory manage-
ment system then receives the sensor data and determines
the schedule for refilling of the tanks.

Environmental protection and disaster management are
also important fields for sensor network application. By
scattering sensors for temperature, moisture, and chemical
substances throughout a forest, we can detect forest fires
and other threats to the environment very quickly. We might
even be able to use sensors in a forest to calculate the CO2

processing capacity of the trees. Acceleration and strain
sensors can tell us when landslides and earthquakes occur.
This makes it possible to shut down gas-supply pipelines,
stop high-speed trains, and change traffic lights to red be-
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fore the landslide or vibration arrives, since the sensor data
travels faster than either. In urban areas, sensors attached to
buildings, bridges, tunnels, and highways detect structural
deterioration due to age, enabling timely repair.

Military applications constitute another vast field for
sensor networks. For example, a sensor network for motion
detection on the battlefield may be an important target for
military research.

2. Sensor Networks

2.1 Network Model

We assumed that sensor networks consist of sensor nodes,
gateways, databases, resolvers, and application systems
(Fig. 1). Each sensor node is connected to one or more gate-
ways or to other sensors. A gateway is a node connected to
an existing network (most likely the Internet) and to sensor
nodes. A sensor network might have multiple gateways. A
gateway may have data-processing functions, but does not
have a sensing function. A gateway that acts as an Internet
host has an IP address, but sensor nodes may or may not
have IP addresses.

Data sensed by each sensor node are transmitted to the
database through the gateway. Application systems may ob-
tain sensed data by accessing the database or the sensor
node. The resolver determines the IP address of the gate-
way (or the database or sensor node) which accommodates
the sensor node that sensed the requested data and sends this
information back in response to requests. Application sys-
tems process data obtained from the sensor nodes through
the gateway or from the database and, e.g., display the re-
sults to their users.

Hereafter, we will focus on the part of the sensor net-
work that consists of the sensor nodes and gateway, and refer
to this as the sensor network.

2.2 Performance Issues

The sensor nodes of many sensor networks will have lim-
ited battery lives. In such cases, the most important issues
affecting the performance of the sensor network are energy-
related. Radio transmission power control has been investi-
gated as a means for conserving power [3]–[5]. In a wire-
less communications environment, signal power is gener-
ally considered to be inversely proportional to dm, where
d is the distance between the transmitter and the receiver
and m > 1. If the nodes are capable of adjusting their lev-
els of transmission power according to the distances from
neighboring nodes, their average lifetimes can be increased.

Fig. 1 A sensor network.

Moreover, by using short-distance transmission with multi-
ple hops instead of long-distance transmission, we improve
energy consumption at the network level.

In the last few years, there have been several investi-
gations of energy-related performance issues. Park et al. [7]
established a simulation platform for sensor networks based
on ns-2. The main performance objectives were energy con-
sumption and battery lifetime. Three battery models were
proposed: a linear model, a discharge-rate dependent model,
and a relaxation model. Park et al. also investigated the
effect of sleep mode. Bhardwaj et al. [8] derived an up-
per bound for the lifetime of sensor networks. This study
was extended by Bhardwaj and Chandrakasan [9]. Upper
bounds of lifetime were derived for given sensor-network
topologies. The upper bound was derived on the assumption
that each sensor node can play any of three sub-roles: sen-
sor, relay, or aggregator. The optimal schedule for the sub-
roles was determined through linear programming. Mini et
al. [10] prepared “energy maps” as a way of investigating
and predicting energy consumption. Their approach is par-
ticularly useful in terms of identifying areas where energy
shortages are likely. Extra sensor nodes are then scattered in
these areas.

Minami and Saito [6] studied sensor-network availabil-
ity for the linear network model shown in Fig. 2, which is
defined as the probability that all sensor nodes are working
and have not run out of energy [6]. Explicit formulae were
derived and the optimal placement of sensor nodes was in-
vestigated. When a sensor network cannot fully recover af-
ter one sensor node has run out of energy, sensor-network
availability becomes one of the most important performance
objectives. In the sensor network of the future, however,
many sensor nodes will be scattered about. Each will use a
hello protocol [11] to find its neighbors, after which a rout-
ing protocol will configure the route from the gateway to
the sensor nodes. Therefore, one sensor node running out
of battery power need not lead to the disconnection of sen-
sor nodes that are further downstream along the same route.
The hello and routing protocols try to make up for the dead
sensor node and preserve connectivity between the down-
stream sensor nodes and the gateway. We extend previous
research [6] by considering network availability to the indi-
vidual nodes and derive explicit formulae for evaluating this.
In addition, we investigate the effects of network configura-
tion and protocols in terms of making up for dead sensor
nodes from the network-availability point of view. In par-
ticular, we evaluate the effect of backup routes on network
availability.

Fig. 2 A linear sensor network.
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3. Analysis

3.1 Performance Model

When a sensor node detects something, the sensed data is
routed to the gateway by multi-hop wireless routing. To al-
low us to analyze the effects of various protocols, we assume
that n sensor nodes are distributed in a circle (ring network)
(Fig. 3). The distance between sensor node (i − 1) and sen-
sor node i is denoted by di. For comparison, we analyze
the linear model (Fig. 2) in the same way. As we will show
later, the analysis of the network availability is based on the
conditioning by the order of nodes to fail, since the avail-
ability of each node strongly depends on which nodes are
live. The computational effort will grow significantly for
the network with complicated topology, especially when the
number of nodes becomes large. Therefore, we start from
the simplest topologies with a backup route (ring network)
and without a backup route (linear network) and determine
the basic characteristics of sensor networks. Those simple
networks are considered to be a part of other networks, and
will help studying more complicated networks such as tree
and mesh networks.

We assume that the energy needed to keep sensor node
i awake is ai per second, and that this sensor does not have
a sleep mode. When sensor node i detects something and
transmits the sensed data, it consumes battery energy Ui.
Each time node i data receives and relays data sensed by
other nodes, it consumes battery energy Vi. Particular distri-
butions for Ui and Vi are not assumed, but both are required
to have averages, denoted by 1/ui and 1/vi, respectively. We
assume that transmission delay for the sensed data is negli-
gible. Detection by node i is governed by a Poisson process
that has a mean of λi per second. Sensor node i is assumed
to have energy Hi in its battery at time 0, and Hi is exponen-
tially distributed with a mean of 1/hi. We assume that the
random variables are mutually independent.

The energy consumption of the sensor node for trans-
mitting and relaying data within a wireless communica-
tion range of radius d is often assumed to take the form
(constant)+(coefficient)×dm [8]. Here, m is a parameter, and
m = 2 and m = 4 are often used. Therefore, when the wire-
less communications range of sensor node i is d̂i, we assume
that

Fig. 3 A ring-shaped sensor network.

1/ui = ui,1 + ui,2d̂2
i ,

1/vi = vi,1 + vi,2d̂2
i .

(1)

In the ring network model, the data can be transmitted in
either direction, hence d̂2

i may take either d2
i or d2

i+1. For
simplicity, we consider sensor nodes that are not capable
of changing their levels of transmission power. Therefore,
d̂2

i = max{d2
i , d

2
i+1}.

3.2 Protocols and Measure for Investigation

When all the nodes in a ring network are live, data sensed
by any of the nodes can be transmitted either clockwise or
anticlockwise. In this context, we consider the following
three routing protocols.

The first is called unidirectional minimum hops
(UMH). With this protocol, the sensed data is transmitted
along a route that minimizes the number of relaying sensor
nodes. Therefore, nodes {1, . . . , n/2} and {n, n−1, . . . , n/2+
1} effectively form separate linear networks (for simplicity
of description, we have assumed that n is even number).
When we apply the UMH, the route of data transmission
is fixed as long as the nodes along the route are live. Pro-
tocols such as min-max power routing and minimum total
transmission power routing also have this property [17]).

We call the second example unidirectional random
transmission (URT), because routes are randomly selected.
With this protocol, data sensed by the ith node has probabil-
ity pi of being routed anticlockwise and probability 1− pi of
being routed clockwise. URT is completely different from
the UMH, because the route for a given node will frequently
change, even when all nodes are live.

For comparison, we consider a third protocol in which
sensed data is broadcast. Since the network model is a ring,
this approach means that sensed data will be transmitted in
both clockwise and anticlockwise directions to the gateway.
That is, a sensor node sensing data transmits sensed data
to both neighboring nodes and a sensor node receiving data
transmits it to the neighboring node from which the data did
not come. We call this protocol bidirectional transmission
(BID). Although BID is a simple protocol and does not need
to be aware of whether the neighboring nodes are live or
dead, it is apparent that it has the largest energy consumption
of the three protocols we consider.

In all cases, we assume that a radio transmission from
the ith sensor node can reach both neighboring sensor nodes
but cannot reach any other sensor node.

To evaluate the impact of network configuration and
protocols, we consider the network availability for sensor
node i as a measure of performance. This is an extension of
the concept of sensor network availability [6] and is defined
as the probability that the i sensor node can sense data and
that the sensed data is transmissible to the gateway. That
is, when we investigate the network availability for node i,
we need to consider the case where this node and the nodes
along the transmission route are live, but the other nodes
may have flat batteries.
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3.3 Analysis of the Linear-Network Case

We start by investigating the availability of sensor nodes in a
linear network. This is an extension of a previous result [6].
Consider a linear network that consists of nodes 1, . . . ,m.
Let Wi,t be the energy that the ith sensor node requires to
sense, transmit and relay data in the time interval [0, t], and
let Fi,t be the joint distribution of {Wi,t, . . . ,Wm,t}. Since the
data sensed by node i is relayed by the i-1th, i-2th, . . . , and
1st nodes, in that order, the number of relaying events at
node j is k j+1 + . . . + km, where ki denotes the number of
sensing events at node i. Then, applying ki, . . . , km as condi-
tions, we have

Fi,t(xi, . . . , xm) = P{Wi,t ≤ xi, . . . ,Wm,t ≤ xm}

=
∑

ki,...,km


m∏
j=i

{
(λ jt)k j

k j!
e−λ jt

}

×
m∏
j=i

U
(k j)
j ∗ V

(k j+1+···+km)
j (x j)

 , (2)

where U(k)
j (·)(V (l)

j (·)) denotes the k(l)-fold convolution of the

distribution function of U j(Vj), and U(k)
j ∗V (l)

j (·) denotes the

convolution of U(k)
j (·) and V (l)

j (·). If the ith sensor node is
live at time t, Hi must be greater than Wi,t + ait. Therefore,
the probability S i,m(t) that sensor nodes i, . . . ,m are live at
time t is calculated as

S i,m(t)

= P{Hi > Wi,t + ait, . . . ,Hm > Wm,t + amt}

=

∫
xi,...,xm

m∏
j=i

e−hj(x j+ajt)dFi,t(xi, . . . , xm)

=
∑

ki,...,km

m∏
j=i

{
(λ jt)k j

k j!
e−(ajh j+λ j)t

}

×
m∏
j=i

{U∗j (hj)}k j {V∗j (hj)}k j+1+···+km

= exp

−
m∑
j=i

ajh j + λ j

1 − U∗j (hj)
j−1∏
k=i

V∗k (hk)


 t

 ,
(3)

where U∗j (·) and V∗k (·) denote the Laplace-Stieltjes trans-
forms of the distribution functions of U j and Vk, respec-
tively. For the sake of simplicity in the remainder of this
document, we use U∗j , V∗k and V∗j,k to denote U∗j (hj), V∗k (hk)

and
∏k

i= j V∗i (hi), respectively.
Next, let us consider the probability that node i is live

at time t, on the condition that nodes i + 1, . . . ,m are live.
This probability is denoted by Ti,m. Then, we have

Ti,m(t)

=
P{nodes i, i + 1, . . . ,m are alive at t}

P{nodes i + 1, . . . ,m alive at t}
= S i,m(t)/S i+1,m(t)

= exp

−
aihi + λi(1 − U∗i )

+

m∑
j=i+1

(
λ jU

∗
j V
∗
i+1, j−1

)
(1 − V∗i )

 t

 . (4)

Equation (4) proves that the lifetime of sensor node i is ex-
ponentially distributed as long as the downstream nodes are
live. The actual interpretation of Eq. (4) is as follows. The
decay parameter of Ti,m(t), denoted by µi,m, consists of the
following factors:

• aihi: basic energy consumption,
• λi(1 − U∗i ): failure of sensing by the ith node, and
• λ jU∗j V

∗
i+1, j−1(1 − V∗i ) : data is sensed by node j and

relayed by nodes j − 1, . . . , i + 1, but relaying fails at
node i.

It can easily be verified that
∑m

i=1 µi,m equals the decay pa-
rameter of S 1,m(t), i.e., the availability of the linear network.
Therefore, µi,m is the failure rate of node i in a sensor net-
work that consists of live nodes 1, . . . ,m. Moreover, the
probability that the ith node will be first to stop working
in this linear sensor network is µi,m/

∑m
j=1 µ j,m.

By using µi,m, we can derive the network availability
for each node. Suppose a linear sensor network consists of
k live nodes at time 0. Here, let Ai,k(t) be the network avail-
ability for node i in a linear sensor network that consists of
k nodes. Namely, Ai,k(t) denotes the probability that node i
is live at time t and sensed data can be transmitted by live
nodes i − 1, . . . , 1 while some node m ∈ {i + 1, . . . , k} may
have stopped working.

First, we have Ak,k(t) = e−αkt, where αk =
∑k

j=1 µ j,k cor-
responds to the failure rate of the first node to stop working.
Moreover, the first node to stop working is m with probabil-
ity µm,k/αk. Suppose node m stops working at time x(< t).
If m < i, node i cannot reach the gateway, therefore is not
available. On the other hand, if m > i, node i can still reach
the gateway, and the availability of nodes 1, . . . ,m−1 during
[x, t] is considered in the sensor network.

Therefore, on the condition that the first node to stop
working has done so, we have the following recursive for-
mula.

Ai,k(t) = e−αkt+

∫ t

0

k∑
m=i+1

{
µm,k

αk
Ai,m−1(t − x)

}
αke−αktdx.

(5)

The first term on the right-hand side of Eq. (5) is the prob-
ability that no node will run out of energy until time t. The
second term is the probability that node m (> i) will run out
of energy at some time x ≤ t and that nodes 1, . . . , i stay live
from time x until time t.

It is not easy to have the explicit formula of Ai,k(t), but
it is noticed that the formula can be expressed as
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Ai,k(t) =
k−i∑
l=0

Λi,k,le
−αi+lt , (6)

with appropriate coefficients Λi,k,l. It is easily seen that
Eq. (6) is true for Ai,i(t), with Λi,i,0 = 1. Suppose Eq. (6)
is true for some i ≤ k and j = 1, . . . , k − 1. Then, by using
Eq. (5), we have

Ai,k(t) = Λk,k,0e−αkt

+

∫ t

0

k−i∑
j=1

µi+ j,k

αk

j−1∑
l=0

Λi,i+ j−1,le
−αi+ltαke−αktdx

= Λk,k,0e−αkt

+

k−i−1∑
l=0

k−i∑
j=l+1

µi+ j,kΛi,i+ j−1,l

αk − αi+l
(e−αi+lt − e−αkt). (7)

By comparing the coefficients of e−α j in Eqs. (6) and (7),
Λi,k,l can be derived as

Λi,k,l =

k−i∑
j=l+1

µi+ j,kΛi,i+ j−1,l

αk − αi+l
, (8)

for i < k and 0 ≤ l ≤ k − i − 1, and

Λi,k,k−i = 1 −
k−i−1∑

l=0

Λi,k,l (9)

for i < k. Therefore, the network availability of node i in a
linear sensor network is expressed by Eq. (6), the parameters
of which can be calculated recursively.

3.4 Analysis in the Case of a Ring Network

Consider a ring-topology network that consists of n sen-
sor nodes. When UMH is applied, the network is divided
into subnetwork 1 (consisting of nodes 1, . . . , k = n/2) and
subnetwork 2 (consisting of nodes k + 1, . . . , n). As long
as all nodes are live, the sensed data in subnetwork 1 are
routed anticlockwise and the sensed data in subnetwork 2
are routed clockwise†.

Then, the results derived in the previous section are di-
rectly applicable to subnetwork 1. In subnetwork 2, data
is transmitted in the reverse direction, and we introduce µ̄i, j

and ᾱi as the counterparts of µi, j and αi. Namely, µ̄i, j is the
failure rate of node i in a linear network that consists of live
nodes j, . . . , n and ᾱi =

∑n
j=i µ̄ j,i. The differences are that

node n is the nearest to the gateway, and the data sensed by
node j is transmitted by the nodes j + 1, j + 2, . . . , n.

Then, the time until a node ceases to work is exponen-
tially distributed with parameter β = αk + ᾱk+1, and node i
has probability µi,k/β (for i ≤ k) or µ̄i,k+1/β (for i ≥ k + 1)
of being the first to run out of energy. When the first node,
say, node m, runs out of energy, the remaining network is di-
vided into two subnetworks around this node, i.e., one con-
sisting of nodes 1, . . . ,m − 1, and the other consisting of
nodes m + 1, . . . , n. When i < m, node i belongs to the sen-
sor network that consists of nodes {1, . . . ,m− 1}, and data is

transmitted anticlockwise. On the other hand, when i > m,
node i belongs to the sensor network that consists of nodes
{m + 1, . . . , n}, and data is transmitted clockwise.

Therefore, on the condition that the first node to run
out of energy has done so, the network availability for node
i ≤ k (namely, in subnetwork 1) in subnetwork 1 at time t is
derived as

e−βt +
∫ t

0


i−1∑
m=1

µm,k

β
Āi,m+1(t − x)

+

k∑
m=i+1

µm,k

β
Ai,m−1(t − x)

+

n∑
m=k+1

µ̄m,k+1

β
Ai,m−1(t − x)

 βe−βxdx. (10)

(A similar formula is also given for a node in subnetwork 2,
but we leave it out for simplicity.)

In Eq. (10), the following events affect the three terms
inside the integral.

(A) node m in subnetwork 1 runs out of energy, after which
node i is included in a linear network of nodes m +
1, . . . , n and data is transmitted clockwise,

(B) node m in subnetwork 1 runs out of energy, after
which node i is included in a linear network of nodes
1, . . . ,m − 1 and data is transmitted anticlockwise, or

(C) node m in subnetwork 2 runs out of energy, after
which node i is included in a linear network of nodes
1, . . . ,m − 1 and data is transmitted anticlockwise.

In order to see the merit of ring networks, let us con-
sider the case of a simple linear network that consists of
nodes 1, . . . , k again. When event (A) happens, the availabil-
ity of node i is 0 because there is no backup route. There-
fore, a ring network has some advantage in this case. Next,
when event (B) happens, node i belongs to a linear network
of nodes {1, . . . ,m − 1} and the availability of node i after
the event is the same as the case of a ring network. Finally,
when event (C) happens, node i still belongs to a linear net-
work of nodes {1, . . . , k}, since the network is independent
of the nodes k+1, . . . , n. Therefore, the network availability
after event (C) is denoted by Ai,k(·), and it is greater than that
in the case of a ring network.

Taking the failure events of nodes {k + 1, . . . , n} into
account, therefore, the network availability of node i in the
case of no backup route is expressed as

e−βt +
∫ t

0


k∑

m=i+1

µm,k

β
Ai,m−1(t − x)

+

n∑
m=k+1

µ̄m,k+1

β
Ai,k(t − x)

 βe−βxdx. (11)

By comparing Eq. (10) with (11), it is seen that after the first
†For the URT and BID protocols, modifications are required

because the direction of data transmission is non-unique. The anal-
ysis of these cases is given in the Appendix.
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node (either in subnetwork 1 or 2) runs out of energy at time
x, the network availability of node i, which has a backup
route, until time t is greater than that without a backup route,
as expressed by

i−1∑
m=1

µm,k

β
Āi,m+1(t − x)

+

n∑
m=k+1

µ̄m,k+1

β
{Ai,m−1(t − x) − Ai,k(t − x)}. (12)

The first term in Eq. (12) corresponds to event (A). Its value
is positive and shows the advantage of the use of a backup
route. This advantage is great when i is large because of
the following two reasons. The first is that the backup route
is used only when a node in {1, . . . , i − 1} first runs out of
energy. Therefore, the opportunity for event (A) to occur
is greater for larger values of i. The second reason is that
there is a fewer number of hops from the gateway with the
backup route. Because the direction of the backup route is
anticlockwise, the number of transmission nodes between
node i and the gateway is n− i, and smaller number of trans-
mission nodes leads to greater availability. When i is small,
namely, the node is originally close to the gateway, the op-
posite argument applies and the advantage is small.

The second term in Eq. (12), on the other hand, corre-
sponds to event (C) and its value is negative. When a node m
in subnetwork 2 runs out of energy, the nodes k+1, . . . ,m−1
start anticlockwise transmission if a backup route is avail-
able. As a result, more data is transmitted in subnetwork 1
and network availability of node i becomes lower than that
in the case without a backup route. Therefore, the second
term indicates the disadvantage of the use of a backup route.

4. Numerical Examples

Now, we use the method of analysis given in the previ-
ous section to investigate the performance of a sensor net-
work in a ring topology, with network operation governed
by each of the three protocols. For comparison, we also
consider linear-network performance. Except where ex-
plicitly mentioned, we use the following parameter values,
which are similar to those used in previous studies [6],
[8], [9]: n=50; ai=15 (µJ/s); ui,1=228 (µJ); ui,2=0.024 (µJ);
vi,1=432 (µJ); vi,2=0.024 (µJ); 1/ηi=6480 (J); λi=0.001 for
i = 1, ..., n. We also assume that U j and Vj are exponen-
tially distributed.

Each node can send data to the gateway as long as ei-
ther the anticlockwise route (nodes 1, . . . , i−1) or clockwise
route (nodes i + 1, . . . , n) is available. For comparison, we
also consider the case where there is no backup route . In
this case, the network contains two independent linear net-
works, consisting of nodes 1, . . . , k and k + 1, . . . , n.

4.1 Numerical Results for Two Identical Sub-networks

In the first example, we assume that d1 = d2 = · · · = dk =

Fig. 4 Network availability for node 5.

Fig. 5 Network availability for node 25.

dk+2 = · · · = dn+1=100 (m). Therefore, each subnetwork
consists of 25 nodes when we apply UMH. For URT, pi =

0.5 for all i. Figures 4 and 5 are plots of network availability
for sensor nodes 5 and 25, respectively.

The first point we need to observe is that sensor nodes
which are closer to the gateway have greater network avail-
ability, even when there is a backup route. That is, the net-
work is in general more available to sensor node 5 (Fig. 4)
than to sensor node 25 (Fig. 5). This is natural in the case
where there is no backup route. However, this characteristic
is maintained even when there is a backup route.

The second point we need to observe is that a backup
route is effective for a while but eventually leads to lower
network availability than that in the case with a backup
route. As we have discussed in the previous section, the
use of a backup route has both advantages and disadvan-
tages. This observation suggests that the advantage allows
the network to outperform the network under the disadvan-
tage in a short time, namely, when the network availabil-
ity is relatively high. This is desirable for the following
reason. In order for sensor networks to work effectively,
as much data must be relayed to the gateway as possible.
Therefore, network availability must be maintained at a high
level, and the use of a backup route helps maintain this re-
quirement longer. Therefore, the periods between network
maintenance can be long, which makes management costs
cheap. In Table 1, we show how long (in days) each proto-
col can maintain network availability at a high level. If we
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Table 1 Duration of network availability (in days).

node 5 node 25
Network

availability 99% 95% 90% 99% 95% 90%

without
backup route 9 51 109 3 18 36

UMH 28 87 146 24 58 88
URT 24 76 130 15 41 64
BID 13 46 83 8 24 37

use UMH, the duration of network availability is 1.3 (90%
availability for node 5) to 8 (99% availability for node 25)
times longer than when there is no backup route. Other pro-
tocols also enable a longer duration, but the effect is smaller
than UMH.

On the other hand, over a long time, the network under
the condition of the disadvantage outperforms that of the ad-
vantage. The reason for this phenomenon is considered to be
as follows. Suppose there are sensor nodes i1 and i2 in sub-
network 1, and i1 is closer to the gateway (that is, i1 < i2).
When sensor node i1 runs out of energy, sensor node i1 is
backed up when a backup is performed. Thus, the network
availability of sensor node i2 is higher over some time. How-
ever, the backup route is a linear subnetwork that is longer
than the one originally used by node i2. As shown in [6], the
length of a sensor network is the critical parameter in terms
of availability, and a longer linear subnetwork has a higher
total detection rate and higher relaying load. As a result, the
longer linear network is more likely to suffer a break more
quickly, and, thus, it cannot be effective as a backup route
for very long. For the sensor nodes in subnetwork 2, this
phenomenon lowers network availability. This is because,
even though no sensor nodes in subnetwork 2 have died,
they are components of a long linear network that will soon
suffer a break.

We also observe that introducing BID lowers network
availability very quickly. This is because BID sends data
bidirectionally and offers a high relaying load, yet the ad-
vantage of the presence of a backup route does not last long.
It is seen that URT also performs poorly but seems slightly
better for node 5 in the long term (Fig. 4). When we ap-
ply URT, the rate of first-node failure is greater than that
with UMH, because URT utilizes both clockwise and anti-
clockwise routes. Hence, the longer transmission route is
used some of the time. However, the use of the longer route
raises the failure rate for sensor nodes that are further from
the gateway, and when one of such nodes runs out of en-
ergy, the length of the resultant subnetworks could be short.
This has a slightly positive effect in terms of availability for
the nodes near the gateway, but has a negative effect for the
nodes that are far from the gateway.

4.2 Numerical Results for Long and Short Subnetworks

Next, we consider the case where the distances between
nodes are not the same. Here, we assume di = 50 (m) for
i = 1, . . . , 25 and di = 150 (m) for i = 26, . . . , n + 1.

Fig. 6 Network availability of long/short distance subnetworks.

Network availability for sensor nodes 25 and 26
with/without a backup route are plotted in Fig. 6. For com-
parison, network availability for sensor node 25 with the
same distance (di = 100 m for i = 1, . . . , 51) is also plot-
ted. This is the same curve as that in Fig. 5, and note that the
network availability for sensor node 26 is identical to that
for sensor node 25 in this case. Without a backup route, the
number of nodes in subnetworks 1 and 2 is the same, but the
distances between nodes differ. Therefore, network avail-
ability for node 25 (shorter internode distances) is greater
than that of node 26 (longer internode distances).

When we apply UMH, on the other hand, the differ-
ence in network availability for sensor node 25 and for sen-
sor node 26 becomes very small. Since subnetwork 2 has a
greater internode distance, one of the nodes in this subnet-
work, say, node m, is likely to be the first node to run out of
energy. Then, for node 26, the use of the backup route has
a great effect since the internode distance is smaller in the
backup route than the original route. On the other hand, the
network availability for node 25 is lowered, because it must
relay more data transmitted from nodes 26, . . . ,m − 1. As
a result, the network availability for sensor nodes 25 and 26
becomes similar. It is also noted that the results for network
availability under UMH in this example are similar to those
in the previous example.

4.3 Numerical Results for Unequal Detection Rates

In this subsection, internode distances in the two subnet-
works are the same (di = 100 (m) for all i), and the parame-
ters are the same as in Sect. 4.1, except for λ10, in this case
set to 0.05. Namely, the detection rate of a sensing event is
50 times greater at node 10 than at the other nodes. In this
subsection, we consider UMH and URT. Since the detection
rate at node 10 is very large, the direction of data transmis-
sion from node 10 may have a great influence on network
availability. Therefore, for URT, we change parameter p10

to 0.2, 0.5, or 0.8 for comparison. Parameter pi for the other
nodes was fixed to 0.5. Figures 7 and 8 show the network
availability for nodes 5, 25, and 46 with UMH, URT, and
with no backup routes (i.e., dual linear networks).

For node 25 in Fig. 7, the best performance is achieved
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Fig. 7 Network availability for node 25 with different detection rates of
λ10.

Fig. 8 Network availability for nodes 5 and 46 with different detection
rates of λ10.

with UMH, while the worst is when there is no backup route.
The results for URT fall between the extremes, and there is
little impact on the choice of the parameter p10. As a whole,
the differences between the protocols seem small.

Furthermore, for nodes 5 and 46 in Fig. 8, the choice of
protocol and the parameter p10 in URT have a much smaller
effect. This is considered as follows. Since the detection
rate at node 10 is extremely high, the first node to fail, if
not node 10, will be located near node 10. After that, it is
naturally considered that the subnetwork that does not con-
tain node 10 will achieve relatively high network availabil-
ity, while others will suffer low availability. However, the
second node will soon fail, and that will be near node 10,
but located in the opposite direction from the first node to
fail. As a result, node 10 will soon be isolated. Therefore,
the choice of protocol and parameter p10 does not make a
significant impact on the availability of the nodes. Com-
pared to node 46, the availability of node 5 is low because
its location is near node 10 and is likely to be involved in the
failure events described above. Because node 46 is far from
node 10, it is almost independent of those failure events, and
its availability remains high (best performance is achieved
without backup route).

5. Conclusion

We have investigated the performance of sensor networks

from the viewpoint of network availability. In a ring network
configuration, representative protocols that include backup
routing were considered. The availability of the networks
was analyzed and the corresponding formulae were given.
With these formulae, we derived numerical results for the
network availability at individual sensor nodes. We showed
that protocols that include a backup route provide similar
performance to those that do not have backup routing. The
backup route prevents the nodes from being isolated when
some node fails, but the subnetwork used as a backup is rel-
atively large, so the residual lifetime of the subnetwork be-
comes shorter when the backup is in use. As a consequence,
backup routing increases the time that network availability
is maintained at a high level, but this does not last for long.
The application to more complicated topologies and routing
algorithms is left for further study.
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Appendix: Derivation of Network Availability for
Node i

A.1 Unidirectional Random Transmission

With the unidirectional random protocol, data sensed by
node i has probability pi of being transmitted anticlockwise
and probability 1 − pi of being transmitted clockwise. To
determine the failure rate of node i, relaying data sensed by
all other nodes must be considered as long as they all remain
live. Therefore, the failure rate of node i must take the form

µ̂i = aihi + λi(1 − Ui)

+

i−1∑
j=1

(1 − pj)λ jU jV j+1,i−1(1 − Vj)

+
∑

j=i+1n

p jλ jU jVi+1, j−1(1 − Vj), (A· 1)

so that network availability is exponentially distributed with
parameter β̂ =

∑n
i=1 µ̂i. Once any node runs out of energy,

however, the situation is the same as two linear networks
with unidirectional transmission. Therefore, using the same
Ai, j(·) and Āi, j(·), the network availability for node i is de-
noted by

e−β̂t +
∫ t

0


i−1∑
j=1

µ̂ j

β
Āi, j+1(t − x)

+

n∑
j=i+1

µ̂ j

β
Ai, j−1(t − x)

 βe−βxdx. (A· 2)

A.2 Bidirectional Transmission

When the bidirectional transmission protocol is applied,
each node has to relay all data sensed by any other node.
Therefore, when node i senses something, one of the four
following energy-related events may happen.

E(i)
j = {node j on the anticlockwise route (where j < i)

runs out of energy, but nodes on the clockwise route
still have sufficient energy},
E(i)

i = {node i runs out of energy},
E(i)

k = {node k on the clockwise route (where i > k)
runs out of energy, but nodes on the anticlockwise route
have sufficient energy}, or
E(i)

j,k = {nodes j(< i) and k(> i) simultaneously run out
of energy}.

The fourth event, E(i)
j,k, is unique to the bidirectional trans-

mission protocol. Let γ(i)
j and γ(i)

j,k be the rates of events E(i)
i

and E(i)
j,k. Then, γ(i)

j is given by

γ(i)
j =


λiU∗i V∗j+1,i−1V∗i+1,n(1 − V∗j ), j < i,
λi(1 − U∗i ) j = i,
λiU∗i V∗1,i−1V∗i+1, j−1(1 − V∗j ), j > i.

(A· 3)

Note that, for j � i, γ(i)
j must have either Vi+1,n or V1,i−1 as a

factor, since transmission to the gateway must be successful.
For γ(i)

j,k, we have

γ(i)
j,k = λiU

∗
i V∗j+1,i−1(1 − V∗j )V

∗
i+1,k−1(1 − V∗k ), (A· 4)

where j < i < k. Here, V∗j+1,i−1(1 − V∗j ) corresponds to the
probability that the data sensed by node i will successfully
be relayed anticlockwise by nodes i − 1, . . . , j + 1 but node
j runs out of energy, and V∗i+1,k−1(1 − V∗k ) corresponds to the
probability that the data is successfully relayed clockwise by
nodes i + 1, . . . , k − 1 but node k runs out of energy. Taking
the above into account, the failure rate for a single node as
the first to fail, i, is

µ̃i = aihi + λi(1 − U∗i )

+

i−1∑
l=1

λlU
∗
l V∗l+1,i−1V∗1,l−1(1 − V∗i )

+

n∑
l=i+1

λiU
∗
l V∗i+1,l−1V∗l+1,n(1 − V∗i ), (A· 5)

and the failure rate for two nodes simultaneously being first
to fail { j, k}, µ̃ j,k, is

k−1∑
l= j+1

λlU
∗
l V∗j+1,l−1(1 − V∗j )V∗l+1,k−1(1 − V∗k ), (A· 6)

for j ≤ k and µ̃ j,k = 0 for j ≥ k. Then, β̃ =
∑n

i=1 µ̃i +
∑

j,k µ̃ j,k

is the decay parameter for network availability.
After a single node has run out of energy, the network

consists of two linear sub-networks and the same argument
applies as for unidirectional transmission, while reverse data
transmission must be considered to calculate the parameters
µi,k, αi, Λi, j,k, Ai,k(t), and their counterparts. However, when
two nodes, say, j and k(> j), simultaneously run out of en-
ergy, the network consists of three linear sub-networks. One
of these subnetworks, i.e., that with nodes j + 1, . . . , k − 1,
is completely separated from the gateway. Therefore, either
i < j or i > k must hold for node i to not be separated from
the gateway. Thus, the network availability for node i is de-
rived as

e−β̃t +
∫ t

0


i−1∑
j=1

µ̃ jĀi, j+1(t − x)

+

n∑
j=i+1

µ̃ jAi, j−1(t − x)

+

i−3∑
j=1

i−1∑
k= j+2

µ̃ j,kĀi,k+1(t − x)

+

n∑
j=i+1

n∑
k= j+1

µ̃ j,kAi, j−1(t − x)

 eβ̃xdx. (A· 7)
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